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HOW TO COMPLETELY ERASE DATA FROM A DISC

Method 1: Completely wipe computer by resetting your PC

This method wipes computer by using the reset feature in Windows 8.1 or 10 during
reinstalling operating system, which has an option to remove everything on hard drive. This
section takes Windows 10 as example to explain how to wipe computer completely. If your
computer is running an older version of Windows, you can try steps in Method 2 to erase
hard disk.

Sl Click "Start" menu and select "Settings" option. On Windows Settings pane click
"Update & Security" option.

Syl Click "Recovery" option on the left navigation options and then click Get "Started"
button under "Reset this PC" section.

Sicef€] Select "Remove everything" option which removes all of your personal files, apps,
and settings and start over.

Choose an option

Keep my files
Removes apps and settings, but keeps your personal files.

Remove everything

Removes all of your parsonal files, apps, and settings.
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SicsfL Select "Remove files and clean the drive" when you are asked to whether to clean

the drives too. The cleaning process may take longer time but it makes sure no one can
recover erased files.

(© Do you want to clean the drives, too?

Just remove my files
This is quicker, but less secure. Use this if you're keeping the PC.

Remove files and clean the drive
This mi i

removed

Cancel

S| Click "Next" and "Reset" button on following steps to complete the task.
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Method 2: Wipe hard drive using free hard drive eraser software

The secure way to erase data for good is overwriting data and refill hard disk using zeros or
random data, so that nobody can recover wiped data with disk recovery software. Sounds
complex? Actually, nowadays cleaning hard disk is not complicated work, and you can easily
and securely erase disk using disk wipe software.

Free hard drive wipe software

DiskGenius is free software for permanently data wiping. With this hard disk eraser, you can
wipe all data on by filling disk sector by sector, making files unrecoverable. Besides, it is a
free partition manager program which is able to resize, format, clone or backup partition,
check &repair bad sectors, backup data, etc. Here are features of disk wiping function:

o Completely erase data on an entire hard drive or partition

o Permanently delete certain existing files so that they cannot be recovered.

« Safely wipe deleted data without affecting existing files.

e Supports creating bootable USB drive so that you can use the software when
computer fails to boot. Supports all popular file systems such as NTFS, FAT32,
FAT16, FAT12, exFAT, Ext2, Ext3, Ext4, etc.

o It works with various storage media for example hard drive, external HDD, SSD, USB
flash drive, SD card, virtual disk, etc.

« Portable version is available, both 32 bit and 64 bit.

How to wipe computer's main hard drive

In this example, you can learn how to wipe a computer's main hard drive where Windows is
installed. Operating system does not allow to erase system while it is running, and we can
only wipe non-system partitions. In this situation, we can erase the hard disk in Pre-OS
environment, for example Windows PE.

DiskGenius is able to reboot to its WIinPE version directly from Windows as well as creating
bootable USB disk with which you can boot computer and run the WinPE version. If you
want to create a bootable WIinPE USB stick, you can insert your USB flash drive and click
Tools menu and select "Create WinPE bootable USB drive of DiskGenius". The following
steps show how to reboot computer to WIinPE version directly and then erase system disk.
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Sicslil Launch the free disk wipe tool DiskGenius from your Windows computer.

Sl Click menu "File" and choose "Reboot to DiskGenius WinPE version" option.

= DiskGe V4.0.6.564 16

Disk Partition Tools View Help
Copy To Falder(3)... ’ ﬁ q D kG All-In-One Solutio
Copy To "Desktop(D) o Dol o 1S €NIUS partition Management & D
Copy To "My Docurnents" (k)

Mew Folder(M)

Rename (R)

Copy Files To Current Partition{y
Delete Files Directly(Ey

Delete Files Permanently(F) t°'|
Size File Type Attribute  Short Name Modify Time Create Time

0010B2 Capadty:30.0GB({30718MB) Cylinders:3915 Heads:255 Sectors per Track:63 Total Sectors:62910¢

Select AllGS)
Unselect Al

ﬂ Reboot To DiskGenius WinPE version
Rernowe boot files of DiskGenius WinPE

@ Reboot Te DiskGenius DOS version

<l Bt

R —

Shut down computer and then reboot to WinPE and run DiskGenius, NUM
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Sl It takes about two minutes to create booting information for Windows PE, please
wait it to complete with patience.

DiskGenius V4.9,6.564 164

File Disk Partition Teools View Help

(S =]==]
. — =
BO &S &= O yw %
| Save Al RIEHE Relon o

D kG All-In-One Solutio
R . S LVISIKCOCNIUS paririon Management & D

x

Partition
<P

Disk 1

| Partitions | Files | sector Editor |
[=] HDO:VMware,YMwareVirt N
- Local Disk(C:) pang

Adapter:USE Model:EassosDiskGenius 5/M:EAS18032616090001082 Capacity:30.0G8(30718MB) Cylinders:3915 Heads:255 Sectors per Track:563 Total Sectors:62910+«
x
-4 Local Disk(E:)

Size  File Type

Attribute  Short Name
-5 Local Disk(D:)

Modify Time

Create Time
=] RD1:FassosDiskGeniu|

L
i--{J) DiskGenius - Boot]
B EFI

id[5) System Volume I

It takes about several minutes, please wait...

[

Ready

NUM

Siclek | Once the application is ready to reboot, it prompts to restart and backup data. Click

"OK" button and computer reboots.

Then the DiskGenius WinPE version is launched, which contains same features with the
Windows version.
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DiskGenius V4.9.6.564 x64 (= [=@]=]

File Disk Partition Tools View Help

- — — = '5 All-In-One Selutio
[l PO. * ﬁ e Q W ol DiskGenus parion Management & D

- W
. Sawve Al Recovery  Recowery  Pattion  Partition Format Delete Fartition

<P

Disk 1

Adapter:USE Model:EassosDiskGenius 5/M:EAS18032616030001082 Capacity:30.0G8(30718MB) Cylinders:3915 Heads:255 Sectors per Track:563 Total Sectors:62910+«

=] Hmnware,mmrewr:l [parsirs | Fles | it |

1 Local Di z £ MName Size  File Type Attribute  Short Name Modify Time Create Time
@< Local Ddﬁuml""'ii“iii“iii“iiiiiiiiiiiiiiiiiii“iii“iiiiiiiiiiiiiiiiiiiiiiii“iii“iiiiiiiiiiiiiiii“ ==

[)-<s# Local
=] RD1:Eassq -
-4 DISKG| ﬁ The computer will restart now. Please dose all other applications and save the data before pressing the "0K” button.

L) Sy I oK I l Cancel

T R
=

Ready NUM

SElos]| Select computer's primary hard drive where Windows is installed and click "Erase
Sectors" option which can be found under Tools menu.

Sigjeff8| Click Erase button and the software starts wiping the disk.

Note: Once the process finishes, the computer cannot boot to system, as system partition
have been erased. You need to make a clean system installation on the hard disk.
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Erase deleted files only without affecting existing data

Erasing free space on hard drive overwrites lost files, which does not disturb existing files on
the disk. This solution applies to those who just want to overwrite lost files only in order to

make lost data unrecoverable. For instance, you've formatted hard drive and reinstalled
operating system, what you need to do is erasing all disk area except system; or you've

deleted sensitive using Shift + Delete, and want to make sure they are no longer recoverable

without affecting existing data.

Sl Start Eassos DiskGenius, click "Tools" menu and select "Erase Free Space" item.

This function permanently erases unused free disk space, preventing data from being
recovered.

.E; skl

V4.9.6.564

File Disk Partition | Tools | View Help

i Fartition
- Save Al Recovery
x

4P

Disk 1

Adapter:USE Model:Ea

=1 HDO:VMware, VMw:

Q
b

=
1

Check Partition Table Error (F12)
4KB Partition Alignment Detection

Search Lost Partitions(Partition Recovery)iL)
Recover Lost Files(U)

Sawe Scan Progress ()

Recover Files By Type (T)

Load Current Partition Intelligently
Construct Virtual RAID (R)

Cylinders:3915 Heads:255 Sectors per Track:63 Total Sectors:62910¢

-4 Local Disk(C:) Recompose Yirtual RAID e Short Name Modify Time Create Time
(- Local Disk(E:)
[ Local Disk{D:) Clone Partition To Image File D
% J|) Restore Partition From Image File(5)
B--i:lgS:o{iIEN]US(F: i) Explore Partition Image File (G)
{7) DiskGenius - E Close Current Partition Image
“{7) System Volum @@ Clone Partition(P)
&% Clone Disk(D)
W Copy Sectors
Erase Sectors(E)
Erase Free Space
Batch Format USE Disk(A)
Convert To USB-ZIP Bootable Mode(Z)
Corvert To USB-FDD Bootable ModedF)
Convert To HDD mode(H)
‘ Create WinPE bootable USB drive of DiskGenius
4 1 I =
NUM
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Select partition / disk for which you want to erase free space and click "OK" button.

DiskGenius V4.9.5.564 x64
File Disk Partition Tools View Help

4P
Disk 1

Adapter:USE Model:Eag
—| Please select a Partition:

=| HDO:VMware VMwa
-5 Local Disk(C:)
-4 Local Disk(E:)
-5 Local Disk(D:)
=] RD1:EassosDiskGer
-4 DISKGENIUS(F:)
{2 boot
| DiskGenius - Bq
i) EFT

Digk HDO:VMware VMwareVirtualS(40GB) Adapter:Sas S5/N: Capadty:40.0GB

----- {2 System Volum]

(s =]=]

(oN é @ - g i (2 D k G All-In-One Seluiio
i » >
Save All Egétorﬂggf Rechlnl-?ely Pgrl:!nci%n Partjlf'r‘th;on Farmat Delete gﬁ%ﬁ?ﬂ ls enlus Pa"l“'}n Hanagemen‘ & n

63 Total Sectors:62910¢

Create Time

Disk RD1:EassosDiskGenius(30GE) Adapter:USE 5/N: EAS130326160900010B2 Capacity:30.0GE

Ready

NUM
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S8l Select characters to overwrite disk space and click "Erase" button.

DiskGenius V4.9.5.564 x64
File Disk Partition Tools View Help

B O & @ = @ w % DiskGenus panmunm-m'm Solutio

= =r=]

© Gave All Recovery  Recowery  Partition Fartition Format Delete I?;?rgopn Hanagemenl & B
x

2

Digk 1

Adapter:USE Model:EassosDiskGel  This function permanently erases unused free space, preventing data from F= per Track:63 Total Sectors:62910¢

= J: being recovered.
=] HDO:VMware VMwareVirty
B-%e# Local Disk(C:) Create Time

B L“C": D‘S:EE}} Erase Partition: |RDl:D]5KGEHIU5(F:) FAT32 30.0GB E
[+ Local Disk{D:
=| RD1:EassosDiskGenius(30
Ew DISKGENTUS(F:) Fill Sectors with: . (hex)

I3 boot 0o

) ) When Finished:  (@FF eboot Suspend Hibernate
g DiskGenius - Boot Random Data
EFIL

: User Specify -
i3 System Volume Inform

lEraseI [Cam:el

Ready NUM

Sl The application starts cleaning unused disk space, which takes a long time if free
space is large.

Download Disc Genius — https://www.diskgenius.com/
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